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| Motivation |

e QOver 90 % (1) of all websites
tfrack their visitors.

* Requests to trackers can
be blocked by content

blockers.
e Multiple content blockers ﬁ

exist,
e How do they compare? P4
* Which one to choose?
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| Objectives |

¢ Design repeatable and deterministic testing methods to
allow for a fair comparison of content blockers.

e Ensure that the testing system can support additional
content-blocking tools in the future.

e Compare selected content blockers and provide insights.
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| Evaluation of Blocked Requests | G

¢ Determine which requests and

how many of them are Visited Page
blocked by each tool. A

¢ Monitor and record network
traffic from visits o real-world Contacts
websites.

¢ Use the collected logs to
reconstruct request trees. P";ge

* Replay traffic with the
content-blocking tool enabled
and log all blocked requests. Contacts Contacts

¢ Propagate the blocking
effects throughout the request Page Page
tree to identify indirect c D
impacts.
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| Evaluation of Blocked API Calls | G

e Trackers use browser APIs to
compute a fingerprint which
uniguely identifies the visitor.

¢ Determine how many API calls
commonly exploited for

Visited Page
A

2 Attempts Logged

fingerprinting are blocked by Confacts
each tool as blocking a
request blocks all its API calls. Page

* Collect APl usage data using 1 AtomptLogged

a customized version of the
privacy-oriented JShelter
browser extension.

* Reuse the previously
constructed request trees to
evaluate content-blocking
tools in this context.

Contacts Contacts

Page Page
(o] D

1 Attempt Logged 1 Attempt Logged
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| Implementation and Dataset Specifications | Ed

. Request . . . Blocked
Traffic L I E
raffic Logger Trees Simulation Engine e

Request
Trees

Analysis Engine

¢ Data were collected from 937 real pages.
e A total of 100,753 requests were analyzed.
e API calls offen misused for fingerprinting were divided info
three categories.
® Browser Properties: 307,226 calls observed
® Algorithmic Methods: 16,011 calls observed
* Crawl Fp Inspector (Fingerprinting the Fingerprinters (2)):
7.460 calls observed
¢ The implementation was verified with unif tests, 100 % code
coverage was reached.
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| Total Blocked Requests per Tool | G

* The content blockers tested included browsers and
extensions for Chrome and Firefox.

Avast Secure Browser
Brave

Firefox

Chrome Adblock Plus 10,143

Firefox Adblock Plus 10,143

Chrome Ghostery 22,711

Firefox Ghostery 24,729

Chrome uBlock Origin Lite 24,308

——
=
)
B

Firefox uBlock Origin 24,287
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| Total Blocked API Calls per Tool

Avast Secure Browser 80,581

Brave

Firefox -143

Chrome Adblock Plus

Firefox Adblock Plus

Chrome Ghostery 168,140

Firefox Ghostery 204,772

Chrome uBlock Origin Lite 201,408

Firefox uBlock Origin

(0) Blocked Browser Properties Calls

Avast Secure Browser
Brave

Firefox | 36

Chrome Adblock Plus

Firefox Adblock Plus

Chrome Ghostery

Firefox Ghostery

Chrome uBlock Origin Lite

Firefox uBlock Origin

| MR

Avast Secure Browser 2,867

Brave

Firefox { 25

Chrome Adblock Plus

Firefox Adblock Plus

Chrome Ghostery

Firefox Ghostery

Chrome uBlock Origin Lite

Firefox uBlock Origin

(b) Blocked Algorithmic Methods Calls

1,447

(c) Blocked Craw! Fp Inspector Calls
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| Insights |

Many content blockers blocked over 20 % of all requests.

* Some extensions performed differently on the Chrome and
Firefox browsers.

Ghostery in Firefox performed best in the most categories.

While Ghostery in Firefox blocked 24.5 % of all requests, it
blocked a lot more API calls:

® 66.6 % of Browser Properties calls

® 39.2 % of Algorithmic Methods calls

® 29.5% of Crawl Fp Inspector calls

The blocking ratio was similar even for other content
blockers.
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| Thank You for Your Attention! | KL

Firefox |164

Figure: Total Blocked Requests per Tool
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| Opponent’s Question | | G

Otazka:

e Jaké vyhody a nevyhody md Vase deterministickd metoda
testovani oproti jinym nedeterministickym metoddm (napf.
oproti online navstiveni jedné stranky vicekrat a
prameérovani vysledkd metrik z kazdé ndvstévy)?

Odpovéd':

* Vyhodou determinismu je zaru¢end férovost, nebof
ndstroje jsou testovany na stejnych datech, coz pfi
navstévach strének zagjistit nelze. Dalsi vyhodou je moznost
méefit franzitivné zablokované pozadavky.

Nevyhodou je, Ze blokace pozadavku mUze vyvolat dalsi
pozadavky, které se takto neprojevi.
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| Opponent’s Question |l | EGEH

Otdéizka:

e V predloZené préci zminujete, Ze rediny webovy provoz
nelze vidy reprezentovat stromovou strukturou, protoze
obsahuje cykly. Bylo by rediné ve Vasich metodach upustit
od stromové struktury a vyuzit pro zachyceni webového
provozu obecné&jsi grafy s cykly a s jednim vstupnim
vrcholem?

Odpovéd':

e Stromova struktura umoznuje snadny vypocet méfenych
metrik, ale jiné viastnosti (napf. unikatni kontaktované
domény) mize byt obtiznéjsi ziskat, Pouzité metody by bylo
mozné upravit pro prdci s obecnym grafem, ale
vyzadovalo by to jiny zpUsob uchovéavani informaci o
ndvaznosti pozadavku, které jsou ve stromovém grafu
reprezentovany implicitné.,
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