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| Motivation

e Over 90 % (2) of all
websites track their
visitors.

e Users are often fracked
for targeted advertising
(n.

e Mulfiple anti-tracking

methods and tools exist.

¢ How do they compare?
¢ Which one to choose?
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| Objectives |

e Design of repeatable and deterministic comparisons.
e Evaluation of APl-based anti-tracking tools.
Evaluation of content-blocking tools.

e Evaluation of a tool’s impact on real sites.
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| Evaluation of API-based Anti-tfracking Tools | iEEHE

What are the capabilities of each tool?

Based on Master’s Thesis by Jana Petranova (3).

e Fingerprinting server to observe anti-tracking capabilities.
e Analysis of the results.
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| Evaluation of API-based Anti-tfracking Tools | iEEHE

e How many fingerprinting attempts does a tool prevent?
Use JShelter Fingerprinting Detector to observe
fingerprinting attempts.

Log the attempts to ensure repeatability and determinism.

Compare the results with observed capabilities of each
tool.
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| Evaluation of Content-blocking Tools | G

* What requests and how
many of them does a tool

Visited Domain 'A'.

prevent?

* Observe the traffic Contacts
associated with several
websites.

* Log the traffic and maintain Pomain 8

the request structure.

e Simulate the fraffic with
content-blocking tool
present. Domain ‘D"

e Observe the results.

Contacts Contacts

Comparison of Privacy Preserving Tools in Web Browsers and Extensions | 6/



| Evaluation of Content-blocking Tools | G

e How many fingerprinting
attempts does a tool
prevenT? 2 Attempts Logged.

e Observe fingerprinting
attempts associated with
several websites.

¢ Log the traffic and maintain ,
Domain 'B'.
the request structure. 1 Attempt Logged.

e Simulate the traffic with
content-blocking tool

Visited Domain 'A".

Contacts

Contacts Contacts

present.
. Domain 'D'". Domain 'C'.
* Obtain the number of 1 Attempt Logged. 1 Attempt Logged.
fracking attempts
prevented.
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| Impact on Real Sites | EGEH

°* How many websites does a
tool break?

* Based on Master’s Thesis by
Jana Petranova.

e Visit a website several fimes
with no anfi-fracking tools
present.

* Log the oufputs and detect
the content.

¢ Visit the website again with
anti-tracking tool present.

¢ Log the outputs and
compare them.
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| Plans | BEH

* Implement the evaluators.
¢ Use the evaluations to compare selected anti-tracking tools.
e Draw conclusions based on the results.
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| Thank You for Your Attention!

Discussion
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